CH1 OS system types

e OS
o RE—ERMEERNENESR
o EIFIMERIE: "Everything a vendor ships when you order an operating system"
o Kernel definition: "The one program running at all times on the computer" is the kernel, part of
the operating system
© everything else is either a system program or an application program
= system program: ships with the operation system, but not part of the kernel
= application program: all programs not associated with the operation system
* os

© os user interface
= yser interface to A
= Command line
= MS-DOS,UNIX,Linux
= GUI
= Mac OS,windows
" Touch screen
= jos,Android
= system call to applications
o kernel
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* what os roles

o EAERLONZETBEMRERIKTIEREE




= users want convenience, ease of use and good performance
o osE—EERNENERE FEMEAINERERER
" 0sis a resource aloocator making efficient use of HW
o osth BFIEEZEFIEERINANT RAERZE M LEBINEBNENEFIEMNAREREE
= control program for managing execution of user programs for protection and security
purpose
o i12t—{EZEuser programAB S HITHIRIE
= provides many system calls to be used by the user process. such as I/0O operation, process
control and IPC,etc

® system types

© Multiprogramming
© Time-sharing(Multitasking)
= virtual memory
= spooling technique
o Multiprocessor(Tightly-Coupled system)
= Benifits
® Increased throughput
= Economy of scale
" |ncreased reliability
= ASMP(Asymmetric Multiprocessing)
= Master-Slave architecture
= SMP(Symmetric Multiprocessing)
o Distributed system(Loosely-Coupled system)
= (Client-server model
= peer-to-peer model
© Real-time system
® Hard real-time system
= Soft real-time system
© Mobile computing
© Batch system



CH2 1/O operations, Hardware resource protection

User Mode
Software

( user program )

I/0 request

Kernel Mode
Soflvare

(kernel /0 subsystem>

Pass 1/0 request, may suspend the user process

device driver

/0 commands, may suspend itself

v Hardware

(device controller>

Monitoring 1/0 operations

device |

Perform real 1/0 operations

® |/O operatons

© Polling I/0

= byte-transfer
© Interrupted I/O

= sense interrupt-request line before Instruction Fetch

= device controller raises an interrupt by asserting a signal on the interrupt-request line
© DMA(Direct Memory Access)



= block-transfer
© Nonblocking and Asynchronous I/0
= Blocking=Synchronous
® process suspended until I/O complete
= Synchronous
= Nonblocking
® |/O call returns as much as available
= returns quickly with count of bytes read or written
= Asynchronous
= process runs while /O executes
= /O subsystem signals process when I/O complete

Hardware Resource Protection

© infrastructure
® Dual mode operation
= user mode
= kernel mode
= Privileged Instruction
= executed only in kernel mode
= e.g. the instr. to switch to kernle mode, 1/O instr., disable interrupts, clear
memory, modify the base/limit registers, modify the value of timer for cpu
© Hardware Resource Protection
= |/O protection
= purpose: Filkuser processizAI/O devices, FE{E# AI/O devicestEZEE
= mechanism: all I/O instr. are set as "privileged instr.", so they can be executed only
in kernel mode
= Memory protection
» purpose: FilEuser process3F A7 E ftprocess or kernel memory area
= mechanism: modify the base/limit registers must be privileged instruciton
®  CPU protection
" purpose: we must ensure that the os maintains control over the CPU. We can't allow
a user program to get stuck in an infinite loop or to fail to call system services and
never return control to the os
= mechanism: modify the value of timer for cpu must be privileged instruciton



CH3 System call, OS structures, Virtualization

* system call

© parameters passing of system call
® registers
" memory
® stack

®* mechanism

°© how
o use time to be cpu protection

* policy

© what
o determin MAX cpu time quantumn

* Monolithic kernel

© Linux

°o UNIX

o Solaris
°© Windows

* Microkernel
© Mach
¢ Modules(loadable kernel modules(LKMs))

o Linux

o Solaris(5t %)
o UNIX

° MacOS

°© Windows

® Hybrid system

o Linux

© Solaris
© Windows
°© MacOS
o i0S

© Android

* Virtual Machine

© Host
© Vitual Machine Manager(VMM)



© Guest
o different types
= type 2 use mode
= type 1 OS(kernel mode)
= type 0 HardWare
© implementation of VMMS
= Pure VM
®  Paravirtualization
= Programming-environment virtualization
= Java Virtual Machine(JVM)
Emulators

= Application containment
= container
© Cloud Computing
® Software as a Service(SaaS)
= office365, salesforce, gmail, google drive, dropbox,...
= Platform as a Service(PaaS)
= TRAPI, ¥0RAPI, itEBAPI,...
= |nfrastructure as a Service(laaS)
= AWS, Azure,...



CH4 Process Management, Thread Management

Process

process state diagram

* New

® Ready

* Running
* Waiting
* Terminal

PCB

1.Pocess state

2.Program counter

3.CPU registers

4.CPU-scheduling information
5.Memory-management information
6.Accounting information

7.1/0O status information

(8.Process ID)

scheduler Z1&%8

® Long-Term scheduler

o Batch system#:Fd

o Real-time system, Time-sharing system A%
* Medium-Term scheduler
® Short-Term scheduler

scheduling criteria

® (CPU utilization
* Throughput

® Turnaround time
* Waiting time

® Response time

CPU Scheduling Algorithm

* FCFS

e SIF
© Non-preemptive SJF->SJF
© Preemptive SJF->SRJF

* RR

* priority
© aging



¢ multilevel queues
¢ multilevel feedback queues

Multiple-Processor scheduling

* ASMPCRTELFRRETRHY)
e SMP
© load balancing
= push migration
= pull migration
© processor affinity
= soft affinity
= hard affinity

Real-Time system scheduling
% APriority Inversion, HPriority Inheritancef# R

* Hard real-time(preemptive kernel)
© Rate-Monotonic scheduling
© EDF scheduling

* Soft real-time(preemptive kernel)
o AiEfftaging

Threads

® private

© program counter
© CPU registers set
o stack

© local variables
© thread ID

* shared

© code section

© data section(global data)

© heap

© static local variables

© other OS resources(open files, signals, I/O resources,etc.)

® Benefits

© responsiveness

© resource sharing

© economy

o scalability(utilization of multiprocessors architecture)

* Thread management



© user thread
= provide a library entirely in user space with no kernel support
= implement a kernel-level library supported directly by the OS
o kernel thread

* multithreading models

© Many-to-One model
© One-to-One model
© Many-to-Many model

* 2 strategies of creating multiple threads

© Asynchronous threading(X,5 Zthread concurrently execute)
o Synchronous threading(Xthread 2% 52 threadfil5z)

® Pthreads library

© Pthreads is a specification
© Run on UNIX

o Can't run on windows os



CH5 Deadlock Management

® necessary conditions

© mutual exclution
© hold and wait

© no preemption

o circular wait

* resource-allocation graph

© no cycle, no deadlock
o AcycleA—EAdeadlock

if every resource only has exactly one instance, BcyclesiBdeadlock

* methods for handling deadlocks

© deadlock prevent

B BRkmutual exclution & & (3 A 2)

W FRhold and waitf&#

W BRno preemptionf&

W BRcircular waitl&f: resource ordering

o deadlock avoidance

2 m),n: process,m: resou rce)

banker's algorithm(O(n
if system consisting of m resources of the same type with n processes running in the
system

» 1< MAX; <m

= 3P MAX, <n+m

© deadlock detection and recovery

detect it, and recover(7t5F & 4 # Adeadlock)

detection aIgorithm(O(n2m),n: process,m: resource)

© ignore deadlock

* Recovery from deadlock

o process and thread termination

abort all deadlocked processes
abort one process at a time until the deadlock cycle is eliminated(& H 1 Ax—{E&)

© resource preemption



CH®6 Process Synchronization, IPC(InterProcess
Communication)

* synchronization: process AL FIE 7 B4 or A4, MEBIFIE ZEHithprocess do something Z1&,
7ol R ET.

© Producer-Consumer problem
© Readers/Writers prblem
= First variation
= Second variation
o The Sleeping barber problem
© The dinning philosophers problem

* HiTPENCIEMERE:

© independent processes
" RHERAZFERMROERAEZER
© cooperation processes
» ARBREENENRER
" JBEFprocess cooperation ZIEH
= information sharing
= computation speedup
= modularity

e 2 fundamental models of IPC

© Shared Memory
© Message Passing

Shared Memory
® Race Condition problem

o several processes access and manipulate the same data concurrently and the outcome of the
execution depends on the particular order in which the access takes place.

© resolve race condition problem 2 strategy
= disable interrupt
= critical section design

= B{Eprocess,access shared dataZ #2 =\ 8 / BX M Acritical section
" csEmEIME

® mutual exclusion

" progress

= bounded waiting
= critical section@Z&&5TEntry section{ K Exit section



while(true){
Entry section;
C.S.
Exit sectin;
R.S.

» EIFESlevel
" monitor
= OS SW tools(sys. call)level
" mutex lock,semaphore
= Eif
= C.S. design
= SW solution
®  peterson solution
= HW support
® memory barriers
® test&set(&lock)
= compare&set(&lock,0,1)
= JECS. design
= disable interrupt

* peterson solution

Pi Py

while(true){ while(true){
flag[i]=true;/*XRBEBE*/ flag[j]l=true;/*REBBE*/
turn=j; /*E:EE 5 */ turn=i;/*EEH5*/

while(flag[j] && turn==j); while(flag[i] && turn==i);
[*EHHEREENERESE L, AIHE */ [*ERREREENEHSS L, BIRSE */

C.s. C.s.
flag[i]=false;/*FH F*/ flag[j]=false;/*FH F*/
R.S. R.S.

¥ }

* memory barriers

Pi

while(true){
turn=j; /*EEET*/
memory_barrier();
flag[i]=true;/*REABE*/
CoSe
flag[i]=Ffalse;/*FH T */
R.S.



¢ test&set(&lock),compare&8set(&lock,0,1)

o ZCPURBHKIES

boolean test_and_set(boolean *target){
boolean ret=*target;
*target=false;
return ret;

}

int CAS(int *value, int expected, int new_value){
int temp=*value;
if(*value==expected)
*value=new_value;
return temp;

}

o test&set,CASAH X critical section problem

while(true){
wairing[i]=true;
key=true;
while(waiting[i] && key)
key=test_and_set(&lock); or key=CAS(&lock,0,1);//R—IC&;, #EEE, 5

SEwin
waiting[i]=false;//PifRAZE 7, 0J# AC.S.
C.S.

j=(i+1)%n;

while(j!=i && !waiging[j])//¥ &t F—{EE#E AC.S. Zprocessj
3=(3+1)%n;

if(j==i)//WREAREAC.S.
lock=false;//#@RtE S, EAER

else//PjBEAC.S.
waiting[j]=false;//PjAAE T, aJ#AC.S., lEiFlockBtrue

R.S.

* mutex lock

while(true){
acquire lock;
C.s.
release lock;
R.S.



o a mutex locki®E#Bboolean variable: available, B3 ~the lock is available or not.
o IEftMEatomic operations:

= acquire()

acquire(){
while(!available);//if lock#ENZER
available=false;//lock#PiENE

}

= release()

release(){
available=true;

}

o R Acpul@i2a< 5EMmutex lock

typedef struct{
int available;//0->lock is available,1->lock is unavailable

}lock;

lock mutex;

//fEFACcASEFacquire

void acquire(lock *mutex){
while(CAS(&mutex->available,0,1)!=0);
return;

¥

//1EBtest_and_set®fEacquire

void acquire(lock *mutex){
while(test_and_set(&mutex->available)!=0);
return;

¥

void release(lock *mutex){
mutex->available=0;
return;

* semaphore
© semaphore is a data type based on int
o semaphore REEZE B Wi fElatomic operation2K7z EY

= wait() or P()



wait(s){
while(s<=0);
s--5

= signal() or V()

signal(s){
S++;

}

o FRCS. design

semaphore mutex=1;

Pi

wait 5
CoSo
signale(mutex);
R.S.

monitor

P

© a monitor type is a ADT(Abstract Data Type), #8% Al class, 812 = &6
" HEZHES
= aset of programmer-defined operations
" WR&
o monitorAEERE 7 EFHUE
= the monitor construct ensures that only one procss at a time is active within the monitor
= YNIEAREE 7 monitorRshared variables A& 5§ 4race condition problem
» K FERprogrammerf& & ffrace condition problem, R = [\ ## R synchronization

© conditionE£ g

» 757 ZEprogrammerd] DL FBmonitor##Rsynchronization problem, T2 it — BRIk L AR EEEY,
BlJcondition type variables

= EERI

condition x,y;

» WEE R A iEoperationtE HAENL:

® xwait()
= $B{lblock() sys. call



= x.signal()
= $B{lwakeup() sys. call
® default is FIFO Queue

liveness (@—{EtF 14 E B2 Z1B)

* system PAZEWEME{Rprocesses make progress during their execution life cycle

Message Passing IPC
s MAHRSHENMILZED EIBALFTRHAER.
e M{EprocessesZ BB, TEMNT:

o #Y1Icommunication link
© messages 1HE E#

[—=§==]

o {HESCE, release communication link
* OSIEHZE/DMiEsystem calls

© send(message)
© receive(message)

* messages sent by a process can be either fixed or variable in size.
* message passing

o direct communication
= symmetric
v YUXE S BREMEEIEEE Hprocess IDA BEE T BN #E 4
= send(Q, message)
= receive(P, message)
= asymmetric(BRe-mail R %)
» RHsenderfEis Erecipientiprocess 1D
= send(Q, message)
" receive(id, message)
© indirect communication
v YUXEHEABHEMmailboxZEE, each mailboxBBECE—HE _MID
= send(mailbox, message)

= receive(mailbox, message)
® synchronization

o message passing O LL&blocking(synchronous) or nonblocking(asynchronous)
= Blocking send
= Nonblocking send
= Blocking receive
= Nonblocking receive
o NRUEEE 5 E 2 ABlocking_send() Kblocking_receive(), Bl L5 [E) 2 #£ Il:rendezvous

¢ Buffering(message queue's size)



© zero capacity
= also called rendezvous
© bounded capacity
© unbounded capacity
= the sender doesn't have to be blocked

CH7 Main Memory

Binding Time

* compile time
* |oading time

® execution time

Memory Management methods in OS

¢ Contiguous Memory Allocation
o external fragmetation
= First Fit
= Best Fit
= Worst Fit
* Page
© internal fragmentation
© page table
® hierarchical paging
= hashed page table
= inverted page table
¢ Segment
o external fragmentation
© Base and Limit
* Paged Segment



CH8 Virtual Memory

* EIRVirtual Memory #{i: Demand Paging
© pure demand paging
© prepaging

=1

Page Replacement Algorithm(R B &= © RA&RE)
* FIFO(belady's anomaly)
* OPT(stack property)
* LRU(stack property)
* |RU-approximation(stack property)

o Additional regerence bits usage
o Second cance
o Enhanced second chance

* LFU(belady's anomaly)
* MFU(belady's anomaly)
¢ Thrashing

© CPU utilization down
o Paging I/O devices & 1T 1%
© processes spends more time on paging I/O than normal execution
= technique to handle Thrashing
» decrease multiprogramming degree(Z# thrashing)
= page fault frequency control
= working set model

* Allocation Kernel Memory

© Buddy system
© Slab allocation(has no internel,externel fragmentation)



CH9 Massive Storage System

Hard Disk

® cylinder
* tracks
o sectors(f I 2315 Hlread, write Z E AR E 1)
® Disk Access Time
o Seek Time
© Rotatinal latency
© Transfer Time

Free-Space Management

® Bit vector

® Linked List
© Grouping
© Counting

File Allocation Methods

* Contiguous Allocation
* Linked Allocation
o FAT
* Indexed Allocation
© Linked scheme
© Multilevel index
© Combined scheme(UNIX i-Node structure)

HDD scheduling(8 A & i Ei & %= 7 AR)

* FCFS
e SSTF
e SCAN

© elevator
C-SCAN
LOOK

o elevator
C-LOOK

RAID

* improvement of reliability via reduncance

© mirror



o parity chech
improvement in performance via parallelism

o data striping
= bits-level
= block-level

RAIDO(NEB)
© block-level striping
RAID1(mirror)(N/2Ef)
RAID2(ECC-Error-Correcting Code)
o REEREmM
RAID3(ECC-Error-Correcting Code)(N+13)

© bit-level striping
© parity check

RAID4(ECC-Error-Correcting Code)(N+13f)

© block-levle striping
© parity check

RAID5(ECC-Error-Correcting Code)(N+156)
RAID6(ECC-Error-Correcting Code)(N+23)
RAID1+RAIDO(EE )

RAIDO+RAID1

File Directory Structure

Tree-structured Directory
Acyclic Graph Directory
General Graph Directory(s85FAcycle)

File Access Control

Owner, Group, Other
RWX(Read, Write, eXecute)
command:

Consistency Semantic

UNIX semantic
o FIEEHM
Session semantic



o ML FREREH-THBuserlER
* |mmutable-Shared-Files semantic
o AAIBNENHEE30095%

NAS(Network-Attached Strage)

* File-based operation
s TLHAMKER

SAN(Storage-Area Network)

* Block-based operation

® private network

o MEF—MMIEIER



